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Smart Card Security

SHIPMENTSHIPMENT

SITESITE
PRODUCTIONPRODUCTION

INFORMATION INFORMATION 
TECHNOLOGYTECHNOLOGY

PRODUCTPRODUCT

Product
to fulfill customer security requirements in the final application

Production Flow
to prevent/detect loss or manipulation of products

Site Security
to prevent unauthorized access to security data, products 
and facilities

Shipment
to prevent/detect loss or manipulation of security products

Information Technology
to prevent loss of confidentiality and integrity of security data

Security Assessment General Approach
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Smart Card Security

Product 
to fulfill customer security requirements in the final application

Intensive in house investigations
– as part of PHILIPS product release procedure

Independent 3rd party evaluations
– well known and recognized labs
– based on international standards

Common Criteria (EAL5+)
ITSEC
FIPS

– based on market driven standards
e.g. VISA, MASTERCARD (CAST), JCB 
ZKA
MULTOS

Security Assessment

SHIPMENTSHIPMENT

SITESITE
PRODUCTIONPRODUCTION

INFORMATION INFORMATION 
TECHNOLOGYTECHNOLOGY

PRODUCTPRODUCT



4Contactless & Embedded Security – Business Line Identification Rev. 1.4  February 2005

M
ic

ha
el

 G
an

ze
ra

Smart Card Security

29

CC EAL5+ for CC EAL5+ for SmartSmartMXMX P5CT072 P5CT072 
•• Industries 1Industries 1st st CC EAL5+ CC EAL5+ certified certified 

Secure Triple Interface smart card Secure Triple Interface smart card 
controllercontroller

•• Platform for several composite Platform for several composite 
evaluationsevaluations

•• Based on smart card protection Based on smart card protection 
profile profile 
BSIBSI--PPPP--00020002--20012001
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Smart Card Security

particularly suitable for e-Passport applicationT-Systems/BSI02/05EAL5+P5CD072

particularly suitable for e-Passport applicationT-Systems/BSI02/05EAL5+P5CD036

T-Systems/BSI02/05EAL5+P5CD009

also used as basis for formal composite evaluationT-Systems/BSI09/04EAL5+P5CC072

also used as basis for formal composite evaluationT-Systems/BSI09/04EAL5+P5CC009

also used as basis for formal composite evaluationT-Systems/BSI10/04EAL5+P5CC036

worlds 1st Secure Triple Interface smart card controller EAL5+ certifiedT-Systems/BSI09/04EAL5+P5CT072

worlds 1st 16 bit smart card controller EAL5+ certified
P16 Crypto Library 08/03

T-Systems/BSI06/03EAL5+P16WX064

T-Systems/BSI08/02EAL5+P8WE5033

T-Systems/BSI

debis/BSI

debis/BSI

EVALUATOR /EVALUATOR /
CERTIFICATION BODYCERTIFICATION BODY

also used as basis for formal composite evaluation 03/02EAL5+P8WE6004

worlds 1st smart card controller at EAL5+. Highest level ever reached. 
also used as basis for formal composite evaluation

07/01EAL5+P8WE6017

11/99EAL3P8WE5032

REMARKSREMARKSDATEDATELEVELLEVELPRODUCTPRODUCT

Security Evaluation  Track Record

Certified Smart card controller hardware Certified Smart card controller hardware 
based on Smartcard IC Platform Protection Profile (BSIbased on Smartcard IC Platform Protection Profile (BSI--PPPP--00020002--2001)2001)

Further information can be found at: http://www.bsi.bund.de/zertifiz/zert/report.htm
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Smart Card Security

MASTERCARD  CASTMASTERCARD  CAST approvalapproval -- Compliance and security testingCompliance and security testing

VISA approval   VISA approval   all smart card controller reached ‘technology level 3’all smart card controller reached ‘technology level 3’

Aug 2004P5CC009

Aug 2004P5CC036

DateDateProductProduct

Jul 2004P5CT072

2003P8RF6016

2003P8RF6010

2003P8RF6005

Jan 2002P8RF5016

Nov 2002P8WE5009

Mar 2005P5CD072

Mar 2005P5CD036

DateDateProductProduct

Nov 2004P7CC073

Nov 2004P7SC073

Nov 2004P7SC145 

Nov 2004P7CC145

Nov 2004P7CU145

Nov 2002P8WE6018

Jul 2002P8WE6032

May 2002P8WE5017

DateDateProductProduct

Nov 2001P8WE6004

Sep 2001P8WE6008

Jun 2001P8WE5033

Jan 2001P8WE6017

1999P8WE5032

Reg. No.Reg. No.ProductProduct

ICCN0020 P8WE5009 

ICCN0020P8WE5017

ICCN0020P8WE5033

ICCN0022P8WE6017

ICCN0021P8WE6004

ICCN0032P5CC009V0

ICCN0032P5CD009V0

Reg. No.Reg. No.ProductProduct

ICCN0032P5CC036V0

ICCN0032P5CD036V0

ICCN0032P5CC072V0

ICCN0032P5CD072V0

ICCN0032P5CT072V0

May 2004May 2003 August 2004

ICCN0033P5CC036V1

ICCN0033P5SC009V1 

Reg. No.Reg. No.ProductProduct

ICCN0033P5SC018V1 

ICCN0032P5SC036V1

ICCN0033P5CC009V1

ICCN0033P5CC018V1

ICCN0033P5CC036V1

Security Evaluation  Track Record
Term 

‘technology level’ not 

longer used

replaced by ‘approved’
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Smart Card Security

2004

2003

2002

2000

1999

DateDate

P5CC036

P5CC032

ProductProduct

P8WE5033

P8WE6017

P8WE5032

Security Evaluation  Track Record

ZKA certificatesZKA certificates

Crypto LibrariesCrypto Libraries
SmartMXSmartXA

DES3, RSA, DSA, SHA-1, ECC
RNG (according AIS 31)
delivered as Object code
for different derivatives
CC/EAL4+   Q3/2005

On P16WX064
DES3, RSA, SHA-1 
RNG (according AIS 31)
delivered as Object code
EAL5+   certified (8/2003)
EAL5+   additional key generation 
features Q1/2005

Composite EvaluationsComposite Evaluations
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Smart Card Security

Security Evaluation  Track Record

NIST FIPS 140NIST FIPS 140--2 2 
Security Requirements for Cryptographic ModulesSecurity Requirements for Cryptographic Modules
NIST – National Institutes of Standards and Technology (US)
FIPS - Federal Information Processing Standard

Category of Standard: Computer Security Standard, Cryptography

Explanation:
This standard specifies the security requirements that will be satisfied by a
cryptographic module utilized within a security system protecting sensitive
but unclassified information. The security requirements cover areas related
to the secure design and implementation of a cryptographic module.
Products validated as conforming to FIPS 140-2 are accepted by the
Federal agencies of both countries for the protection of sensitive information
(United States) or Designated Information (Canada).

PHILIPS hardware was the basis for several FIPS validations 
performed by our customers
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Smart Card Security

IDID--One Cosmo 72K RSA DOne Cosmo 72K RSA D
Based on SmartMX P5CT072
native implementation of the latest
Java Card ™ (version 2.2) 
Open Platform (Version 2.1.1)

FIPS-approved algorithms:
AES  

DES 

DES MAC 

Triple-DES Triple-DES MAC 

SHA-1

RSA (up to 2048 bit)

Security Evaluation  Track Record

FIPS 140FIPS 140--2 level 32 level 3 certifiedcertified
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Smart Card Security

COSMOPOLIC COSMOPOLIC 

Based upon P8WE5033

Multi encryption algorithm support 

DES

DES3 

SHA-1 

RSA

Application: Governmental

Security Evaluation  Track Record

Further examples onFurther examples on FIPS 140FIPS 140--1  (1401  (140--2)2)
Model 330J with JCCOS Model 330J with JCCOS 

Applet Applet PKI Smart CardPKI Smart Card
Based upon P8WE5033

All key operations on-card 

On-card key-pair-generation 
2048-bit RSA-keys

Multi encryption algorithm support
RSA, DSA, ECC, DES

True random number generator

Application: Governmental

JCOP V21 id 32KJCOP V21 id 32K
Based upon P8WE5033
1st JAVA Card implementation at level 3
Multi encryption algorithm support
DES (ECB & CBC modes) 

TDES (ECB, CBC modes, 128-bit key size)

SHA-1

DES MAC

TDES MAC

RSA PKCS #1 compliant Signature Generation

AES (ECB, CBC modes; 128, 192, 256-bit key sizes)

X9.31 Random Number Generation 

(compliant with Appendix 2.1 and 2.3) for 
RSA key generation

Additional non-FIPS approved algorithms
AES MAC

RSA Encryption/Decryption




