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a

Product

to fulfill customer security requirements in the final application

Production Flow

to prevent/detect loss or manipulation of products

Site Security
to prevent unauthorized access to security data, products
and facilities

Shipment

to prevent/detect loss or manipulation of security products

Information Technology

to prevent loss of confidentiality and integrity of security data



Smart Card Security

Security Assessment

SHIPMIENT Product

to fulfill customer security requirements in the final application
SITE : : : : :
o Intensive in house investigations
PRODUCTION — as part of PHILIPS product release procedure

RODUCT o Independent 3rd party evaluations
— well known and recognized labs
— based on international standards

INFORMATION o
+
Bl o Common Criteria (EAL5+)

o ITSEC

o FIPS
— based on market driven standards

a e.g. VISA, MASTERCARD (CAST), JCB
a ZKA

o MULTOS

Contactless & Embedded Security — Business Line Identification Rev. 1.4 February 2005 3



Smart Card Security

CC EALS5+ for SmartMX P5CTO072
$ e |ndustries 1St CC EAL5+ certified

Secure Triple Interface smart card
controller
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Philips PSCTOTZVOM and PSCCOT2VOM .
Secure Smart Card Controller m“i‘_
g Cerified
Philips Semiconductors GmbH
Business Line Identification SRR
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Smart Card Security

4% Common Criteria Ceriifled Smart card cortroller hardwere
vased on Snericard |C Plaiforrn Proteciion Profile (BS]-PR-0002-2001)
PRODUCT LEVEL | paTE | DL REMARIKS
P8WE5S032 EAL3 11/99 debis/BSI
P8WEG6017 EAL5+ 07/01 debis/BSI worlds 15t smart card controller at EAL5+. Highest level ever reached.
also used as basis for formal composite evaluation
P8WEG6004 EAL5+ 03/02 T-Systems/BSI also used as basis for formal composite evaluation
P8BWE5033 EALS+ 08/02 T-Systems/BSI
P16WX064 EAL5+ | 06/03 | T-Systems/BSI ‘g‘l’gdgrj:ti?_g:;;"gg /ggrd controller EALS+ certified
P5CTO072 EAL5+ 09/04 T-Systems/BSI worlds 1%t Secure Triple Interface smart card controller EAL5+ certified
P5CC072 EAL5+ 09/04 T-Systems/BSI also used as basis for formal composite evaluation
P5CC009 EAL5+ 09/04 T-Systems/BSI also used as basis for formal composite evaluation
P5CC036 EAL5+ 10/04 T-Systems/BSI also used as basis for formal composite evaluation
P5CD036 EAL5+ 02/05 T-Systems/BSI particularly suitable for e-Passport application
P5CDO072 EAL5+ 02/05 T-Systems/BSI particularly suitable for e-Passport application
P5CD009 EALS+ 02/05 T-Systems/BSI

Further information can be found at: http://www.bsi.bund.de/zertifiz/zert/report.htm
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Security Evaluation Track Record

ooy ‘¢
Onge‘ . = \'()\Ied
S a by 'aP®
VISA agorovel all smart carcd coniroller reached ‘izchnology level 3 \ eplac®
Product Dzite Procduct Deite Product Dzite
P8WE5032 1999 P8WE5009 Nov 2002 P7CU145 Nov 2004
P8WEG017 Jan 2001 P8RF5016 Jan 2002 P7CC145 Nov 2004
P8WE5033 Jun 2001 P8RF6005 2003 P7SC145 Nov 2004
P8WE6G008 Sep 2001 P8RF6010 2003 P7SC073 Nov 2004
P8WE6004 Nov 2001 P8RF6016 2003 P7CCO073 Nov 2004
P8WE5017 May 2002 P5CT072 Jul 2004 P5CD036 Mar 2005
P8WE6032 Jul 2002 P5CC036 Aug 2004 P5CDO072 Mar 2005
P8WEG018 Nov 2002 P5CC009 Aug 2004
MASTERCARD CAST aporovel - Compliznce and sscurity iestirg
May 2003 May 2004 August 2004
Procuct Rag. No Procuct Reg. No, Procuct IREYPING]

P8WE6004 ICCN0021 P5CT072V0 ICCN0032 P5CC036V1 ICCN0033
P8WEG017 ICCN0022 P5CD072V0 ICCN0032 P5CC018V1 ICCN0033
P8WE5033 ICCN0020 P5CC072V0 ICCN0032 P5CC009V1 ICCN0033
P8WE5017 ICCN0020 P5CD036V0 ICCN0032 P5SC036V1 ICCN0032
P8WES5009 ICCN0020 P5CC036V0 ICCN0032 P5SC018V1 ICCN0033

P5CD009V0 ICCN0032 P5SC009V1 ICCN0033

P5CC009V0 ICCN0032 P5CC036V1 ICCN0033
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Smart Card Security

Security Evaluation Track Record

Z A cerilficaias
Procict Dziie

PSWE5032 1999

PSWE6017 2000

PSWE5033 2002

P5CC032 2003

P5CC036 2004

Comooslie Evaluzaiions

Cryoio Ligraries

‘?‘i Common Criteria

SmartXA SmartMX
On P16WX064 DES3, RSA, DSA, SHA-1, ECC
DES3, RSA, SHA-1 RNG (according AIS 31)
RNG (according AIS 31) delivered as Object code
delivered as Object code for different derivatives
EAL5+ certified (8/2003) CC/EAL4+ Q3/2005
EAL5+ additional key generation
features Q1/2005
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Smart Card Security

Security Evaluation Track Record

NIST =IPS 140-2
security Reqlnremem s for Cryotograonic Mocdules

NIST — National Institutes of Standards and Technology (US)
FIPS - Federal Information Processing Standard

Category of Standard: Computer Security Standard, Cryptography

Explanation:

This standard specifies the security requirements that will be satisfied by a
cryptographic module utilized within a security system protecting sensitive
but unclassified information. The security requirements cover areas related
to the secure design and implementation of a cryptographic module.
Products validated as conforming to FIPS 140-2 are accepted by the
Federal agencies of both countries for the protection of sensitive information
(United States) or Designated Information (Canada).

PHILIPS hardware was the basis for several FIPS validations
performed by our customers
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Smart Card Security

ecurity Evaluation Track Record

FIPS 140-2 Validation Certificate

6.
(2

—lPS 140-2 Javel 3 ceri

—
——
L ———_)
T Hational Inwtitute of

|ID-One Cosmo 72¥. RSA D T

The National Instine of Standards and Technology. as the Linied States FIPS 140-2 Cryplographic Module Validation Awthority,
and the C: Sect . a5 the Canadian FIPS 140-2 Cryplographic Module Validation Authority; hereby

B as e d O n S m art M x P 5 CTO 7 2 validate the FIPS 140-2 testing gsuhs ot the Cryplographic Module identfied as:

1D-One Cosmo T2K RSA D by Oberthur Card Systems

n at i Ve i m p I e m e ntati O n Of th e | ate St in accordance with the Derived Test Requirements tor FIPS 140-2, Security Requirements for Cryptographic Medules. FIPS 140-2

specibes e security requirements thal ans 1o be satisfied by a eryplographic module utilized within & securily systam prolecting
Sensilive Information [Untled States) or 5 {Canada) within e and ayslems

Java Card ™ (version 2.2) o ot

Prooucts which use the above identified cryplographic module may ba labeled as complying with the requiremeants of FIPS 140-2

0 50 long as ihe product, throughout its Me cycle, conbnues 1o use the validated version of the cryplograghic module as specified

O e n P | atfo rm Ve rS I O n 2 1 1 in this certificate. The vabdation repart contains additional details conceming test results. No raliability test has been performed
. . and no warranty of the products by both agencies is ailbor expressed or smplsed,

This cerificate inchedes details on the scope of and authonty on the reverss.

g |

Tha Commnicsbions Seunty
Entattishoant ol the Govesnment
ol Cansas

Caertificate No. 449

e ]
.
[
F I PS_a roved aI O rlth I I lS FIPS 140-2 provides lour scieasng. quakalive levels of security. Level 1. Level 2. Level 3. and Lovel 4. These levels are imended b cover
L] the wide range and polential applicalons and emaronments in wihich oryplographic mogules may De employed The security reguinements

SOWEr Bleven Areas relalad 1o tha Sacure degn and Implemartabon of & cryplographic medule. The scope of conformance achieved by the
cryplograpnic modules 85 WSIBd in 1he oAU iKkentified as
006 Cosma 72K ASA D by Obohur Card Systems
[Marchware Version: PYN: 77, Firmware Version: EX02; Hardwanm)

infoGard Laboratories, inc., NVLAP LAB CODE 100432-0.

D and tested by the Gryprographc Moduie Testng accredited labaratory. _ CAYPTIK Yersson 5.5

* a5 fallaws

Crymeograpnic Mooue Soechcatian Level 3 Cryprographic Module Poms and interfaces: Lavel 3
D D E S Aotas, Services. and Autrenticabon. Level 3 Finae State Model Leved 3

Physical Secunty Level 3 Cryplograprec Key Managermenl Lawel 2

Single-Chup)

EMUEMC! Level 3 Self Tests Lewel 3
D D ES MA( : Desgn Assurance Level 3 Mitigation of Othar Amacks Lavel 3

Ooerabonal Erveonment Level NIk vested i 1he foliowing canfiguraticnis) Nis

The faligwing FIFS aparowed Crypiograghic Algorihms are usgd:  AES (Cort #123): DES (Corl #205); DES MAC (Cert. #246, vendor affirmes):

D Triple_DES Triple_DES MAC Lﬁpc-;:?vs:ll.:ﬂﬁ::I:rlz':.dTlrlplrULsuAmc;n.m:.mﬁoralnm-.sﬂﬁd (Cal. #208); ASA [FIPS 186-2.

The Cryptogragihic Module a/50 Comains e foiowing non-F IPS approved agomnms: Wik

S 1 Owvevall Level Achieved: 3
D I I/ \ Signea on penall of [he Govermnmeant of the United Staces Signed on behnﬂ of e Government of Canada

S
S Signature: [ | gc

£ . Gog- AlpwT
R Q - ey Dated: _2b 3 J\L_a Lart
D S (u p to 2048 b It) Chigt, Computer Security Division Dwecior, ilcermabon Prolection Group
Manonal Instiule of Standards and Technology The Communicatons Securily Establshment

———— e
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2

ecurity Evaluation Track Record

FUriner examples on FIPS 140-1 (140-2)

JCOP V21 id 32K Mocdel 330J with JCCOS COSMOPOLIC
o Based upon PBWE5033 Applet P¥] Srnart Card
0 1st JAVA Card implementation at level 3 Based upon PSWE5033 o Based upon PBWE5033
Q Multi encryption algorithm support :
a] All key operations on-card
a DES (ECB & CBC modes) _ _ a Multi encryption algorithm support
a TDES (ECB, CBC modes, 128-bit key size) o On-card key-pair-generation DES
a
a) SHA-1 o 2048-hit RSA-keys e
a
- DES MAC &) Multi encryption algorithm support
a TDES MAC a  SHA-1
a RSA PKCS #1 compliant Signature Generation - RSA, DSA, ECC, DES o RSA
a AES (ECB, CBC modes; 128, 192, 256-hit key sizes) o True random number generator a Application: Governmental
=] X9.31 Random Number Generation a Application: Governmental

=} (compliant with Appendix 2.1 and 2.3) for
RSA key generation

Additional non-FIPS approved algorithms
a AES MAC
=} RSA Encryption/Decryption

FIPS 140-1 Validation Certificate

FIPS 140-2 \‘nllu_ul:on Certificate FIFS 140-2 Validation Certificate

203 Cyplogricec Mude Vudan Abort

ey et of o Cryplographis Modke etted a
CosmopoiC V4 Sman Card with ActvCard Applets by Oberthur Card Systers
Do Tent e b P73 1451, ooy Fraveyre

e i arw 2w i o
oo ket Sabes 8 DevCpiaied vematon (Caraca
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